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rabin2 -I <file>
Binary info without opening
r2

OPEN AND

ANALYSE SEEK AND PRINT

r2 -A <file> s <addr>

Open and run full analysis Seek to address, flag or
. function

r2 -d <file>

Open under the debugger

r2 -q -c '<cmds>' <file>
Run commands and quit
aaa

Deeper analysis of calls and
refs

afl
List functions

axt <addr>
Find references to an
address

a CheatPress

pdf
Disassemble current
function

pd <n>
Disassemble n instructions

px [len]
Hexdump

pdc
Pseudo-decompile function

<cmd> @ <addr>
Run cmd at addr without
seeking

VISUAL MODE

vV
Enter visual mode

Vv
Graph view of function

p/P
Cycle print modes

hjk1l
Move

Enter
Follow jump or call

v/ U
Seek back / forward

x/ X
Xrefs to / from here

Run a command

q
Back to shell

radare2 6.2.4
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wa <asm>
Assemble and write

oo+
Reopen in write mode

DEBUGGER

ood [args]
Reopen file in debug mode

dc
Start or continue

dcu <addr>
Continue until address

db <addr>
Set breakpoint

ds [n]
Step into

dso
Step over

dr
Show registers

rasm2 -a x86 -b 64 -d
<hex>
Disassemble hex

RECIPES

First look at an unknown
binary

rabin2 -I ./a.out

r2 -A ./a.out

iz~http

afl~main

s main; pdf

Find who uses a string
iz~password

# note the vaddr, say
0x00402010

axt 0x00402010

s <caller>; pdf

Break on main and inspect
r2 -d ./a.out

db main

dc

dr

pxr 64 @ rsp

dso
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